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Personnel Screening

The Security Officer is responsible for ensuring that all employees that work with member data, or in the areas where member data is stored or used, will be properly screened, trained and supervised.  These responsibilities include

1. Supervision – assuring supervision of people who do not have a need to access electronic member data when those people are working or waiting in an area where member data may be stored or exposed.

2. Maintaining a record of access authorizations – ongoing documentation and review of the levels of access granted to a user, program, or procedure accessing health information. 

3. Establishing personnel clearance procedures in conjunction with the health plan’s attorney. For small health plans, standard business references are sufficient to satisfy HIPAA’s requirements. Your attorney can provide specific legal advice on what is allowed and not allowed in your area regarding reference checking.  Within the bounds of what your attorney advises you should, however, contact the references for all new employees with access to member health information and ask the relevant questions such as: Was this person ever sanctioned for inappropriate release of PHI or for a security breach? Was the release or breach incidental or intentional?

4. Assuring that system users, including maintenance personnel, receive security awareness training. 

PHI Access:

1. The Security Officer is responsible for determining whether an employee or business associate is allowed access to member data.   Those who may have access will:

· Have a legitimate business need to access the data,

· Have signed a confidentiality or business associate agreement,

· Are aware of and agree to adhere to all HIPAA privacy policies, and
· Agree absolutely not to share their account access.

2. The Security Officer is responsible for limiting member data access by employees and business associates to the minimum level of information necessary to accomplish their defined tasks. This includes:

· Admission to secure parts of the building, 

· Password access to workstations and servers,

· Password access to applications or parts of applications,

· Ability to run selected reports,

· Ability to send or receive transactions via modem, and

· Ability to access the Internet.

3. The Security Officer is responsible for modifying a user's access to member data.   Access should be evaluated for modification when

· A user's job responsibilities change,

· New or upgraded application software allows greater control of application access,

· New or upgraded system software provides greater control of hardware or process access, or

· A user or business associate has been terminated.

4. The Security Officer will obtain the approval of a senior manager of the health plan regarding all data access level determinations.

5. The Security Officer will be responsible for monitoring system logins, file access and security incidents associated with the member data stored on or transmitted by your computer system.  These responsibilities include:

· Use and regular review of system traces appropriate to the level of complexity of the computer system,

· Use and regular review of audit functionality available through the application software, and

· Creation and maintenance of a Security Incident File (see Section 4.3).

Sanctions:

1. The Security Officer is responsible for investigating all reported incidents of alleged violation of member information security, regardless of source or severity, and applying appropriate sanctions to violators.

2. The Security Officer will complete a Security Incident Report (4.3) for each alleged incident.  

3. If the Security Officer determines that a breach occurred, they will assess the seriousness of the breach and apply appropriate sanctions:

· Very serious – malicious action on the part of an employee

· Serious – employee willfully ignored established policies

· Important – employee inadvertently failed to follow established policies

· Minor – an error in judgment caused by unclear policies or misunderstanding

4. Disciplinary actions for violation of member information security could include: additional training, verbal or written warnings, suspension without pay or termination of employment.

5. We will cooperate fully with any and all state, federal or professional investigating bodies if appropriate.

Employee Security Orientation:

· For ALL employees: 

· All employees of the company shall receive summary training on protecting their own health information, including that held by the Group Health Plan.

· For all employees with access to member records:

· Each employee with access to member records will receive a data security orientation. The employee’s supervisor or other trainer will explain HIPAA security regulations as they relate to the employee’s job, their importance, and how our practice has responded to these regulations.

· Each employee with access to member records will receive a copy of all relevant policies and procedures.

· During the orientation, the Security Officer, the employee’s supervisor or the trainer will discuss the security procedures in place to protect member data with the employee, and the organization’s and employee’s obligations regarding patient confidentiality. 

· The Security Officer is responsible for ensuring that appropriate education and procedures are in place and enforced to assure senior management that employees are trained properly regarding privacy and confidentiality and in accordance with our policies and the relevant statutes.

· All new employees shall receive the same training as existing employees: summary training for all employees and a full security orientation for those new employees with access to member records. 

Termination:

1. In the event of the termination of any employee or business associate that has had access to any form of protected health information, we will complete a Termination Security Checklist, retrieving all physical security tokens, keys, access cards, etc. that could be used to gain access to the premises or data of this organization.

2. At the time that the various physical security access devices are retrieved, or during an exit interview, the Security Officer or their designated representative will make every effort possible to obtain the signature of the employee or business associate that is being terminated on the Termination Security Checklist and its incorporated statement regarding the on-going need to maintain confidentiality of member protected health information. Barring that, the Security Officer or their representative must discuss with the terminated person the need to continue to maintain confidentiality regarding member records, and note that a signature could not be obtained, with a reason for not obtaining it.

3. The Security Officer is responsible for ensuring that this policy is followed diligently.

4. All Termination Security Checklists will be retained for six years.

Violation of any of these policies can carry serious consequences for the health plan. Disciplinary actions for anyone violating this policy may include suspension without pay or termination.

